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Digitaalisen

tyoympariston
tietoturva

Kayttajien vahva tunnistautuminen
Tunnisteiden keskitetty hallinta

Tietoturvallinen suurten tiedostojen &
sahkopostin lahettaminen
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Ennen oli helppoa...

Intranet

H =% — A

s
IBM Cloud
% slack w
amazon A‘
web services

Google Workspace

Pilvipalvelut SaaS-palvelut

cifrix
vmware

Datan ja
sovellusten
hyodyntaminen
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Taman paivan haasteita

|dentiteetin ajantasaisuus

Paljon erilaisia tunnistevalineita
paasynhallintaan liittyen

Tietuturvallisen paasyn
turvaaminen kaikkiin sovelluksiin

Seurannan ja hallinnan vaikeus
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Digitaalisen tyoympariston tietoturva

|dentiteetinhallinta Tunnistautuminen Paasynhallinta Tydympariston tietoturva
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|dentity User Access Data & Email
Management Authentication Management Security
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Kayttajien tunnistautuminen

Mobiili
sovellus
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Challenges

How do I;
Enroll a user
Revoke a user

Grant temporary access to a user who
lost their key

Enforce PIN-complexity

Tell which user received which ex.
YubiKey

View reports and logs
Get some self service

Manage my fleet/stock ///

Use FIDO / PKI(PIV)




Token Lifecycle Management

"Enterprise scale lifecycle
management of physical tokens”

“Management of tokens on-prem
and Entra"

Enterprise Lifecycle Management of
Yubikeys (smartcards, TPM)

» Self Service and enrollment on behalf
» Self-enrollment and enrollment on
behalf based on LoA/elDAS issuing
* Enable both PKI and FIDO
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Sending large files securely

"We want to send large files to
users that authenticate strongly”

With Cryptshare you can increase the size
of the files to be send.

With the SMS OTP you will be sure that
access to files is given to the right
person.
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Supplier &

Banks
and insurances

A

Customers

A

Service providers

and manufacturers &
& Business partner

Applicants



Mita loytyy

osastollamme L-Z
+ kysymyksia?

Vahvan tunnistautumisen eri tapoja
Tunnistevalineiden keskitetty hallinta

Luottamuksellisten suurten tiedostojen &
sahkopostien lahettaminen

Demoja ja esittelyja eri ratkaisuista
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Ari Hakli

Asiakkuusjohtaja
ari.hakli@csit.fi

@ CSIT

Andreas Mossnelid

Solutions Engineer

andreas.mossnelid@pointsharp.com
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